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1 Introduction
The battle to protect personal payment card data and prevent fraud is raging stronger than ever
before, driven largely by unprecedented levels of consumer spending. Indeed, the latest figures from
Financial Fraud Action show that fraud losses in the UK totaled £479 million in 2014, accounting for
7.5p for every £100 spent. However, while this is a substantial figure, it is significantly lower than the
£609 million that was lost to fraud in 2008. This is despite exponential growth in the total volume of
remote purchase transactions being made both online and via MOTO (mail order, telephone order)
payments over that period. The reason for this overall drop can be attributed to advancements in
payment security technology, alongside the introduction of new standards such as the Payment Card
Industry Data Security Standard (PCI DSS).
Introduced by the global card brands in 2006, PCI DSS lays out specific guidelines to merchants
regarding the secure processing, transmission and storage of customer payment card data. Its positive
impact on data security and fraud prevention speaks for itself. However, a decade on from its original
launch, the standard continues to generate heated debate as to its precise application and
interpretation in certain areas. For merchants who process large volumes of MOTO payments, one of
the main issues relates to where the boundaries of responsibilities lie for PCI DSS compliance with
regard to network service providers and other third party partners. With the increasing adoption of
VOIP and SIP Trunk services blurring the lines between data and voice channels even further,
questions around responsibility for data at each point in the payment process become even more
pertinent.
For merchants, the ability to transfer certain portions of compliance responsibility over to service
providers brings several notable advantages. Not only would it reduce costs associated with
maintaining compliance, but it also allows them to spend more time focusing on their key
competencies of selling products and services, and generating revenue. But the ability to accurately
apportion responsibility requires definitive answers to a key questions regarding the payment
processes a merchant has in place and where a cardholder is at any given point along the way.
With this in mind, Speik invited a select number of leading payment compliance industry experts and
Quality Security Assessors (QSAs) to debate these issues at a recent roundtable event in London. The
following paper by Colin Whittaker, a strategic advisor on payment system risk, captures the key
themes discussed at the event and provides a detailed summary of the conclusions drawn.
We would like to take this opportunity to thank Colin for his time in creating this compelling record
of the event, which he attended and participated in. We hope you as the reader also find it as
informative and interesting as the session was itself.

Foreword by Matthew Bryars, founder and CEO of Speik

© 2019 Informed Risk Decisions Ltd

Page |3

Technical White Paper

2 Executive summary
The fundamental tenet of PCI DSS is that compliance reduces the risk of cardholder data breaches.
This has been borne out year-on-year from research by forensics companies and the brands. As
important as this tenet is, it is equally recognised that we have to find ways of reducing the
compliance burden on Merchants. We must acknowledge that a merchant’s key competency is
selling products and services to make profit; implementing and maintaining an adequate security
posture will always be a cost to the business. This is where service providers can help by taking on
the burden of processing card payments and reducing the scope of a merchant’s PCI DSS
compliance.
The PCI DSS SAQs, and specifically SAQ-A, are evidence that scope reduction through service
providers is an important factor for the PCI SSC. However we know now that some scope reduction
approaches, depending on how we assemble and engineer internet protocols, can increase risk
beyond what an SAQ is designed to protect. This is why we now have SAQ-A-EP for some internet
payment service provider solutions.
Unfortunately with our collective focus on the challenges of securing internet payments it has
allowed us all to miss that these exact same challenges, with the increasing adoption of VOIP and SIP
trunk services, are now present in the MOTO payments space. To all intents and purposes where SIP
trunks are now employed to deliver telephone order payments we should start to consider them in
exactly the same light as we do with Internet payments. The focus needs to be in determining the
“who” is redirecting the cardholder to “where” and “where from” in order to transmit cardholder
data for a telephone payment to be made. Only by doing so can we determine whose responsibility
it is to be PCI DSS compliant and how much the merchant’s PCI DSS compliance burden has really
been reduced by a service provider.
The guiding assumption, as defined in the PCI DSS glossary and FAQs, has always been that because
voice traffic comes from a public switched telephone network (PSTN), and the merchant cannot
dictate how the voice traffic is routed to it, then that PSTN is not a service provider. This is as it
should be; it would be all but impossible to PCI DSS assess a PSTN! However, in making these
assumptions we need to recognise that old certainties are no longer entirely valid. The impact of deregulation, which has brought new players to the market, make PSTNs increasingly difficult to
specifically define and categorise. Moreover, with the flexibility of SIP trunks delivering VOIP voice
traffic to enterprises, provided by many of these new players, the merchant can now determine how
the VOIP voice traffic is routed to them.
This paper is designed to help bring some clarity and understanding to these issues and make
recommendations. The goal is to:
•

Allow merchants, as customers of these service providers, to make better informed
decisions on the voice and payment services they are buying for their MOTO channels. In
doing so we want to continue to help minimise their PCI DSS scope and to reduce the
likelihood that current solutions do not expose cardholder data to risk.

•

Help the acquirers as the relying party of any merchant’s PCI DSS AOC or SAQ, to make
reasoned and reasonable risk decisions on merchant MOTO implementations.

•

Educate and inform assessors and consultants operating in the PCI DSS domain as to how SIP
Trunks and VOIP traffic can be implemented. This will assist them to scope more accurately
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merchant and service provider PCI DSS obligations. In particular, we want this paper to guide
them to identify appropriate cardholder data flows through SIP trunks, merchants and
service providers.
•

Contribute to the PCI SSC updating and revising their standards, FAQs and SAQs to reflect
the reality of how telecommunications de-regulation, and VOIP and SIP trunks have changed
the MOTO payments landscape. We want to encourage them to put forward enlightened
and reasonable revisions that continue to reduce the compliance burden.
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3 Background/Context
3.1 History
Our collective experience of voice telecommunications is bound up with the historical legacy of
copper cables and Strowger electro mechanical exchanges. With this technology came profound
certainties and expectations of security; not least because they were a utility service and often
government owned and operated. In addition this technology, and how it was used, helped define
the way we describe telecommunications and its language and definitions.
Over the last twenty years we have seen a significant change and the old certainties are no longer
present; responsibility boundaries between parties have blurred; new services and technologies
have emerged; old services change and morph to respond to the capabilities of new technology.
•

The liberation of the regulatory environment has opened up new opportunities for service
providers and customers of these services alike.

•

Telecommunications companies providing utility services for the masses are emerging on
the back of the growth in modern technology; such as the rise of the mobile network
operators.

•

The internet and its underlying protocols are finding new ways to deliver old media in new
ways that are more elegant; such as VOIP and SIP.

•

The clear blue water in what was voice and what was data no longer exists; it should all be
treated as data.

Nowhere are these concerns more pronounced than when one considers expectations of security. In
the old world it was quite clear that when Alice was talking to Bob the inherent physical security in
the lines and exchanges, and the huge dilution effect large networks provided, meant that the risk of
Eve breaching confidentiality and listening in to their conversation was always trivially low.
This can no longer be assumed where voice=data and data=voice. The lesson that we must learn is
that the volume and sophistication of data breaches over recent years must be that way we deliver
voice to end-users and merchants is now as vulnerable and precious as data and therefore as
important to protect and secure as data.

3.2 Aim and Purpose of this paper
The aim of this paper is to help to clarify and bring some understanding on what, in terms of PCI DSS,
a Telecommunications Company (Telco) and a Telecommunications Service Provider (TSP) are and
their respective obligations to protect cardholder data. The paper will use this to define what
merchants need to consider when taking modern voice services from a TSP and how they can assess
the scope of their own residual requirements to protect their cardholder data and maintain their
own PCI DSS compliance. The paper will:
•

Describe the actors providing voice services, and the tools they use and what they might
offer.

•

How these actors can connect their services to deliver voice and payments capabilities to
merchants.
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•

Describe some deployment models to help explore and make recommendations where PCI
DSS scope and responsibilities for cardholder data might fall and to who.

•

Provide some insights for Merchants who want to reduce their PCI DSS compliance burden
on their MOTO channel by exploiting the inherent flexibility of internet protocols for voice
media and service offerings.

•

Make observations on how PCI DSS should evolve to respond to the greater use of this
technology and the disappearance of the boundary between voice and data.

3.3 Diagrammatic Convention
In order to help understand and explain where and who might be responsible for PCI DSS
compliance obligations and hence scope, the following colour convention has been used:
•

Where elements are in light blue these are outside any consideration
of being within the scope of a merchant’s PCI DSS considerations.
Some of these are because they might be the merchant’s customers, or
as we will see part of the core network of the telecommunications
company.

•

Where elements are in red they are, and will need to be, PCI DSS
compliant. Either the merchant’s obligation, or their service provider
providing a service, or both.

•

Where they are in green there may be some residual PCI DSS
requirements, but the overall compliance burden for the merchant or
service provider are minimal.

•

Where lines are in black they are merely showing the flow of data, or in
PCI DSS terms the cardholder data flow.
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4 Defining the players and the technology they use
4.1 Service Providers and Telecommunications and the PCI DSS
considerations
The PCI SSC and the global card payment brands have worked hard over the years to ensure that the
responsibilities of service providers to protect cardholder data are understood and recognised, and
where necessary these services are assessed against PCI DSS. This is exactly as it should be. If the
scope of PCI DSS did not apply to service providers that store, process or transmit cardholder data
then all the efforts being made by merchants to comply with PCI DSS would be wasted. The PCI SSC
in the glossary to PCI DSS define a Service Provider as (the bold and italics have been added for
emphasis):
“Business entity that is not a payment brand, directly involved in the processing,
storage, or transmission of cardholder data on behalf of another entity. This also
includes companies that provide services that control or could impact the security
of cardholder data. Examples include managed service providers that provide
managed firewalls, IDS and other services as well as hosting providers and other
entities. If an entity provides a service that involves only the provision of public
network access—such as a telecommunications company providing just the
communication link—the entity would not be considered a service provider for
that service (although they may be considered a service provider for other
services).”
This glossary definition makes no distinction on what form the voice traffic takes; it could be
analogue, digital or indeed VOIP. The implications of VOIP were clarified in FAQ Article Number 1153
dated 2 Oct 2012. This makes it clear that a merchant cannot be held to account how voice calls are
routed to itself, and therefore a merchant need not be accountable for the cardholder data passing
over them. The merchant is, however, responsible for the protection of cardholder data over its own
internal VOIP network or any VOIP traffic it transmits out of its boundary.
This paper will use these definitions and FAQs but it will also demonstrate where they are becoming
less useful; as the difference between classic voice and data traffic disappears and as new service
models and providers in the voice and data domain emerge. In essence as we will show merchants
have much more power to determine their own destiny when it comes to how they process and
receive voice traffic than we once thought, and how they use and consume services from a TSP.
In order to differentiate the Telcos from the rest of the service providers in the telecommunications
space we introduce a new term – the Telecommunications Service Providers (TSP). In simple terms
these TSPs offer and provide specific services to their clients on a fee-for-service model. In many
ways they are services that the merchant could, if they wished, bring in-house and deploy and
operate themselves. From a business perspective a TSP may or may not be a Telco. Where Telco’s
offer services as a TSP these are often under a ring-fenced service offering that is distinct from its
Telco business, although they may reside technically and physically within their core network.
Moreover, there are some TSPs that are clearly not Telcos nor do they wish to be considered one.
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4.2 Telecommunications Companies (Telcos)
In year’s past we were all very familiar with Telcos. They were the operators of electromechanical
Strowger telephone exchanges, all interconnected across the country by copper wires, delivering
these copper cables to residences and businesses alike. These provided what one might call common
user access to make voice calls to any subscriber anywhere else in the country or overseas. This is
what we used to call the PSTN (Public Switched Telephone Network). Broadly speaking they were
business monopolies, providing a utility service to all within the territory in which they were licenced
to operate.
With the advent of de-regulation in the telecommunications sector, and the increasing fusion of
classic data and voice technology, the old certainties and ways of defining when a telco was a telco
are increasingly difficult to apply. It is possible if one has a legal perspective to review how
regulators define this domain, but even here they are finding it difficult to define their terms that
will stand the test of time as business models change and technology continues to evolve and fuse.
Nevertheless from a UK perspective Ofcom do provide some useful indicators in their General
Conditions of Entitlement 1. These help all providers of telecoms services to understand their legal
obligations that these conditions impose on them. The definitions do not explicitly describe all the
characteristics that would allow us to determine whether a Telco was public network and therefore
look and feel like a classic PSTN. What they do include are useful, such as: calling emergency
services; emergency planning to ensure resilience of the service; and operator assistance and
directory enquiries. In the definition it goes further and tries to define those who might be exclude
from claim to being a telco.
All of these go some way to help define whether the telco is providing a public network access or
not, as defined in the PCI DSS glossary in the service provider definition. Clearly if it is then the Telco
is out of scope of any PCI DSS scoping considerations.
In this paper as we will describe some scenarios where the determination of whether a
telecommunications company is in fact a Telco or whether they are a TSP is more challenging.
Clearly this distinction is important in order to define whether the merchant needs to be asking for
PCI DSS assurances in the form of an AOC from the telecommunications company. The paper will
make recommendations to the PCI SCC on the way their guidance should evolve to help merchants
clarify these issues. There are, however, two important components of a Telco, which if we can
identify and define them within their network, that will help us understand whether the Telco is a
Telco and where its boundary might lie; these components are below.

4.2.1 Core Network
It is perhaps easier to think of what a Telco core network once was and then extrapolate that into
current technology. In the past this encompassed all the switching and bulk multi-channel
communications circuits that made up the network and the interconnections to other networks
overseas and locally. It was all governed, operated and maintained by the telco and the topology,
addressing and routing across the network were all determined by the owning telco.
If we now fast-forward to the world of IP telephony and data circuits et al we can think in broadly
similar terms. In other words the telco will probably be using its own private IP addressing internally
with routing and topology it determines. The important distinction is that it should only be possible
1

http://stakeholders.ofcom.org.uk/telecoms/ga-scheme/general-conditions/general-conditions-guidelines/
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routinely to access the network to execute engineering and maintenance of the core network from
whilst within the boundary of the telco.

4.2.2 Core Network Session Border Controller (C-SBC)
In simple terms the C-SBC is what a Telco will have at the boundary of its core network to initiate
and operate a VOIP session to an end-user from its network. It can have many other useful tasks
such as helping providing security at the boundary of the core network, providing quality of service,
and meeting regulatory requirements, but its raison d’etre will be to initiate sessions with those
outside its own network. In the case of telephony this would be a voice call.
For a voice call the protocol most likely to be used to connect to an end user is SIP (Session Initiation
Protocol). In simple terms this sets up and manages voice and multimedia calls over IP. Once the call
is set up between the C-SBC and the end-user device then another protocol RTP (Real-Time
Transport Protocol) delivers the media stream to the device. Clearly, by end-user device we do not
just mean a handset of some form. It might also mean another SBC of a merchant or a service
provider. Or indeed a Private Branch Exchange (PBX) providing telephone extensions within a
merchant for its employees and staff; this is most likely these days to be through internal VOIP, but
legacy implementations might still retain analogue voice.
From a PCI DSS standpoint the C-SBC on the boundary of a Telco core network is entirely governed
by the policies and processes of the Telco providing it. Moreover how it operates, particularly under
any regulatory requirements for emergency calls and lawful intercepts, places it solely within the
purview of the Telco. Therefore, the Telco lies outside the scope of consideration of PCI DSS and of
being a service provider to the merchant consuming its public voice circuits. Exactly as defined in the
PCI DSS glossary.

4.3 Telecommunications Service Providers (TSPs)
In order to further differentiate the Telcos from the rest of the service providers in the
telecommunications space we introduced a new term earlier – the Telecommunications Service
Providers (TSP The type of services they offer are varied, and of course they need not offer all or any
of the following suggestions to be a TSP.

4.3.1 PBX Services
In the past, many merchants operated their own PBX in order to provide internal voice calling within
the merchant. Increasingly with the advent of VOIP for many merchants it is making better business
sense to invest in PBX services that can then be routed via IP over private or public data networks
from the service provider to the merchant. Clearly if the merchants accepts card numbers over the
telephone and they are transmitted through the TSP’s PBX service then the TSP is in scope for PCI
DSS and the merchants must either include the TSP in their assessment or receive a relevant
Attestation of Compliance from their TSP.

4.3.2 SIP Trunking
SIP trunking is all about how the merchant’s PBX, or whatever else is at its boundary (eg SBC),
connects to the C-SBC of the Telco. It replaces classic ISDN and T1 lines. Its primary advantage for a
merchant is that the amount of lines leaving its premises now shrinks from usually at least two, voice
and data, to one – data. This can create economies of scale. As the technology continues to mature
there is a blurring of roles. SIP Trunks are capable of connecting directly to end-user devices within
the merchant. Alternatively internal calls within the merchant can be routed seamlessly by the SIP
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Trunking provider through a virtual hosted PBX service. As before PCI DSS considerations might
apply if cardholder data is being accepted by phone through a TSP offering SIP Trunks. This is more
clearly shown later in the consideration of how connections between Telco and merchant are made.

4.3.3 Other Services
Once the voice service is digital the ability of service providers to offer additional value added
services becomes ever more powerful. Nowhere is this more evident than when one considers what
services might be useful to accept telephone orders and process card payments.

Interactive Voice Response (IVR)
This technology allows a computer to interact with humans using voice and DTMF 2 tones
input via keypad.

Call Recording
This service is used most frequently “for monitoring and training purposes” when the
customer engages with a call centre. However, one introduces the need to conduct
payments a range of other additional value added services might be used. In these
scenarios very careful attention must be given to the cardholder data flow to determine
whose scope which part of the flow is within; the service provider or the merchant using
the services.
•

Pause and resume – Now widely accepted as only a partial solution as cardholder data
is still transmitted through the merchant’s infrastructure, this simply stops the call
recording function whilst the cardholder gives their details to the customer agent. This
invocation can be done manually by the agent or automated within the call handling
process.

•

DTMF Suppression – this allows the caller to enter their card details through their
phone keypad, whilst suppressing the DTMF tones from onward transit. These details
are captured and passed to the payment functions and populate the agents
payment/order screen suppressing the key payment card details. This invocation can
be done manually by the agent or automated within the call handling process

•

Speech Recognition –The service provider’s technology listens to the numbers and
words instead of the customer typing them in as DTMF on their keypad. Typically, this
is then used in conjunction with DTMF Suppression technology, but can also be used to
populate a call centre agent form, or IVR application.

•

Call Archiving – This is synonymous with the off-site storage of paper and records and
backup tapes. However once recordings become digital there are interesting
properties where by service providers can offer services that help their customers
preserve and manage the access to the recordings whilst securely storing them off-site
in accordance with PCI DSS.

Fraud Detection/Monitoring

Dual-tone multi-frequency signalling is the conversion at the service provider of the keypad press from the
tone it generates to the number it represents. The suppression indicates that the cardholder data captured is
not transmitted beyond the point of suppression; eg card holder data is not presented to the call centre agent.
2
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With the increasing use of SIP interesting opportunities open up for the merchant to start
to conduct similar fraud detection and monitoring capabilities they might use on their ecommerce channel. Analysing both SIP header information and analysing the RTP media
stream, coupled with geo-location and other attributes will allow the merchant to make
much better fraud decisions. Service providers could inadvertently or directly in this
context transmit or store payment card data as part of the decision process thus bringing
these services into the scope of PCI DSS.

Voice Analytics
As the capabilities of speech and voice recognition systems improve, they will start to offer
the telephone channel additional fraud detection capabilities. Already we are seeing the
introduction of capabilities to detect the telephone caller’s stress levels to help insurance
companies detect fraudulent claims. It is reasonable to expect similar capabilities to
provide some benefit in a payments context. For example, in the domain of age
verification for adult services when paying by card over the telephone.
Clearly once payment data is a component of any analytics process then there will be PCI
DSS scope considerations. Indeed, the introduction of a Voice Analytics solution could
significantly increase the risk around the storage merchants recording containing
cardholder data. These tools are designed to categorise and find data, such as cardholder
data.

Payment Services
The services above could be best described as ancillary services to enable a call-centre to
make a payment. However there is no reason why the payment functionality, and hence
the call-centre agents payment/order screen, should not be hosted and served to the
merchant client as a service. This potentially removes the merchant entirely from the
classic PCI DSS scope.
The caveat of “potentially” is used above because as with all things it depends on how these services
are assembled and engineered as to where the true PCI DSS scope might lie, and not what the
services might claim in their own right. The challenge for a customer, if PCI DSS is a concern, in
accepting any or all of these service offerings is how one validates the service providers claims of the
scope of their PCI DSS assessment. Secondly if one is using multiple TSPs, are there any gaps in the
cardholder data flow that are the merchant’s responsibility. Thirdly, what residual PCI DSS
requirements are the merchant’s responsibility? In all of these considerations, it is important to
understand how these services interconnect; and the tools they use to make the interconnection.
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5 How the Telco might connect to the Customer

In the FAQ Article Number 1153 dated 2 Oct 2012 quoted earlier it says that a merchant cannot be
held to account how voice calls are routed to itself, and therefore a merchant is no responsible for
protecting cardholder data transmitted over these voice circuits. This was broadly true in the past
when one connected to a Telco. However as we will see the increasing use of SIP Trunks and the
internet to deliver voice communications to merchants is rapidly eroding the PCI SSC assumptions
underpinning their current guidance.

5.1 The simple cases

The diagram on the left is what we might have routinely expected to see a few years ago. In these
cases fixed lines under the control of the Telco deliver the voice circuits directly to the merchant and
are terminated on Telco owned Network Termination Equipment (NTE) before connecting to the
merchant’s PBX. Where the merchant wants to guarantee separateness and diversity to the Telco to
ensure a higher reliability of service, then this type of solution may well still be valid. Also it is clear
that the scoping decisions for PCI are trivial; all in Blue is the Telco’s problem. Moreover, given the
PCI definition of service provider, and its approach to a Telco providing public access
communications, there is no expectation that this can or should be PCI DSS compliant.
The diagram on the right shows how the same argument might apply when the communications
links are upgraded to SIP Trunks provisioned through NTE. We do not consider the specifics of the
technology and solutions used by the Telco for the NTE or SBC that it provides to the Merchant. It is
the Telco’s responsibility to ensure that it provides the appropriate protection no matter how the
SIP trunk is routed to the NTE. Therefore, the same arguments on PCI DSS scoping and compliance
apply to this diagram.
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5.2 The complex case
The more interesting and challenging questions come when the
Telco’s C-SBC resides within its control within its own network,
and SIP trunks are used to provide the voice connections to the
merchant over a public data network (PDN), such as the internet.
In this scenario we have to confront the reality that SIP is just
another application layer protocol, not unlike http, relying on
other internet based protocols to provide transport flow and
connections of the underlying internet packets.
SIP has all the same engineering and application advantages of
other internet technologies. However, we equally must recognise
that it does also generate the same risk and security concerns. It is
no different, and it should be treated no differently, than a data
request service over the internet such as SMTP, HTTP etc between
the merchant and normal data hosting service provider.
This means from a PCI DSS scoping consideration, and any
reasonable interpretation of PCI DSS requirement 4.1, it will be
important to understand how the data is being protected over this
SIP trunk service, e.g. through the use of TLS like HTPPS for HTTP
If the SIP Trunk is delivered over the internet then the cardholder data must be encrypted. This can
be done in a multitude of ways that we will now go on to discuss.

5.2.1 The Telco Provided PDN Solution
By far the simplest solution is when the Telco solves the
problem. The simplest solution is where it the SIP trunk
service provided by the Telco is delivered through an entirely
closed private network. In some cases this could be as
simple as using existing ISDN or fixed T1 data lines. In these
scenarios the problem domain collapses to look very similar
to the simpler cases discussed earlier.
This is shaded in green because the PCI DSS scope
implications are dependent on how the private circuit is
delivered. It is strongly recommended that the merchant
review the implementation in order to determine if they
have any residual requirements to secure the
implementation or operation of the private circuit.
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5.2.2 The Telco Provided VPN Solution
Alternative solutions could be to use some form of VPN
provided by the Telco to protect the data over the underlying
data network, which could be the Internet. The PCI scoping
considerations will be the same as with any other VPN service
used to protect data over a WAN. If the Telco operates the VPN
and manages it then there will be significantly less PCI DSS
requirements applicable to the merchant than there would be
in the scenarios where the merchant assumes some
responsibility for operating any or all of the VPN controls.
As with the previous example, the green indicates that there
may be residual PCI DSS scope obligations for the merchant in
the implementation and operation of the VPN.

5.2.3 The SIPS Solution
As with Http, SIP comes with a secure variant SIPS. This
provides the means to protect the data connection process. In
order to protect the data stream once the connection is made
there is also a secure variant of RTP, with the “S” added; SRTP.
Both of these were logical derivations of the original protocols
to protect voice communications across the internet, just as
https etc was designed to do for data traffic.
Depending on the chosen protocols card holder data can be in
the SIP messaging and/or in the RTP stream. It is more
common for cardholder data to be spoken or transmitted as
DTMF using RFC2833, both of which are in the RTP stream.
Therefore, typically from a PCI DSS consideration, SRTP is the
more important protocol as any card data travelling as a voice
encoded data streams in the SRTP stream will be encrypted.
However, it would be in correct to assume that SIPS in of itself
not relevant or an important requirement.
SIPS also provides authenticity and integrity to any connection
over which SRTP is used to protect the media stream. SIPS if
implemented correctly can ensure that the media stream is
connected from Alice the Telco to the merchant Bob and not to Eve the attacker. Without a full SIPS
implementation, it is easy to develop relevant man-in-the-middle attack scenarios that could
eavesdrop on conversations and hence breach cardholder data. Moreover, with SIP and SIPS, unlike
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https, it is a protocol that it is designed to undergo multiple hops between differing SBCs as it
transits from one network to another.
One additional consideration in any implementation is the need to determine the need for Alice the
telco to authenticate Bob the merchant and vice versa. Similar to other protocols, there is the
capability to do mutual authentication on a bilateral connection. During the establishment of a peerto-peer voice call it would seem to be a sensible strategy to include this requirement in order to
further eliminate the threat of man-in-the-middle attacks.
As much as these secure protocols for SIP and RTP would be appropriate solutions the challenge is
that, the deployment of these in enterprise level solutions is currently rare. It may be some time
before we see the wider adoption of the technology, and hence the importance of understanding
the PCI DSS scoping implications of any SIP trunk enabled voice solution carrying cardholder data.
As and when there is wider spread adoption of SIPS and SRTP then these must become the preferred
strategy for protecting cardholder data over SIP Trunks. This is likely to take some time. We are only
now approaching a significant penetration and adoption of https over http for web traffic. This
growth of adoption has been largely driven by the unwelcome revelations from Snowden et al. It is
difficult to forecast when circumstances or similar motivations might cause a similar growth in VOIP
to secure protocols.
Based on the lack of availability of SIPS and SRTP solutions the link is shown as green in the diagram.
For the foreseeable future, therefore, the most significant recommendation for merchants wishing
to adopt SIPS and SRTP is to be mindful of the lack of potential implementation solutions and to
examine carefully vendor and service provider claims to ensure that the solutions are sound and that
they can be confident that cardholder data is adequately encrypted and protected.

5.2.4 The Managed SIP provider
The Managed SIP provider brings these two solutions together.
There are increasing number of SIP providers who are offering
the commercial advantages to deliver SIP trunks to merchants.
In order to do so they are leveraging their ability to use their
own WAN or the Internet to route SIP trunks from Telcos to
customers and in doing so potentially offer a better quality of
service to their customers than the customers might be able to
obtain from their own engineering or directly over the internet.
Secondly, they are leveraging the open internet accessibility of
the Telco’s SBC.
Looking at this with a PCI DSS Scoping perspective then there are
three questions to ask in order to determine whose
responsibility it is to protect cardholder data. The first two relate
entirely to the two previous examples, where the same points
apply. How are the voice communications set up between the
Telco and the SIP Trunk provider and secondly between the SIP
provider and the Merchant.
The more important third question is; does the SIP Trunk
provider operate their own SBC between themselves and the
merchant and between the Telco and themselves? If they do so, as in the diagram, then the
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cardholder data is potentially being exposed in the SIP trunk provider. In these scenarios one would
expect them to be fully PCI DSS compliant because the data in the absence of SRTP is not encrypted.
The importance of understanding this scenario will become clear as one examines the additional
value added services that SIP Trunk Providers might provide as a service provider to their merchant
clients.
This is an explicit case in relation to the PCI DSS glossary and the FAQ on VOIP where the merchant
and the SIP Trunk provider are making specific design decisions on how the VOIP traffic is routed to
the merchant client. Therefore, there this service entirely falls into scope of PCI DSS. Clearly, for a
PCI DSS aware provider they should offer their merchant clients a PCI DSS Attestation of Compliance.
However irrespective of any evidence provided by the service provider it is strongly recommended
that merchant customers ask detailed questions on how the VOIP traffic is routed from the Telco to
themselves, and how it is transmitted through the SIP Trunk Provider. On that basis they will be able
to make a fully informed decision on whether they have met their obligations under PCI DSS
requirement 12.8 to “Maintain and implement policies and procedures to manage service providers
with whom cardholder data is shared, or that could affect the security of cardholder data”.
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6 Introducing a TSP to service payments and identifying the scope
of PCI DSS
From the previous discussion one can see the way in which internet style protocols, through the
adoption of SIP, has brought both flexibility and adaptability into how systems are engineered and
architected. With this inherent flexibility and differing architectural approaches comes additional
complexity; not least in considering who is responsible for meeting what PCI DSS compliance
requirements. In the following architectural scenarios we will explore these questions and identify
which strategies are likely to reduce the merchant’s PCI DSS compliance burden.

6.1 The Telco as a TSP
There are many Telcos offering TSP services. It is hardly surprising as they are architecturally in a
good place to do so. The first important point is that these additional TSP services are not a core
network service and therefore if they are offered to a merchant and card data passes through them
then they need to be PCI DSS compliant as service providers to the merchant.
This is self-evident if it is a Payment IVR; the clue is in the name. This is less so for PBX services. If the
IVR is from another provider or is hosted internally, it would be easy to forget to consider which PBX
the inbound call was coming from. In
these cases more attention might be
given to the PCI DSS compliance
requirements of the SIP trunk rather
than the level of security of the PBX
service itself.
The second observation is that these
services might be mixed and matched
for a customer. In which case there
will be internal routing between
service-specific SBCs across the Telco
core network. Although the SBC
associated with the service might be
reasonably expected to be within the
scope of the PCI DSS assessment of the
service the connection across the core
network should not be considered to
be in scope.
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6.2 Managed TSP services – The Merchant anchored “Trombone”
Architectural Model
This is where we look at how the TSPs intrude into the simple model independent of payments firstly

In this model the merchant has contracted for PCI DSS compliant payment services in addition to
other voice services. When payments are made the service provider is responsible for capturing the
PAN via DTMF and for processing the payment. All the merchant receives is a payment transaction
reference, or some other form of unique token to reference the payment, and therefore does not
store cardholder data.
Due to the architecture, cardholder data is transmitted through the merchant’s SBC is directly
connected to the service provider. Therefore, the merchant is still processing and transmitting
cardholder data. The merchant retains significant PCI DSS responsibilities for the ensuring that:
•

The SBC is managed and operated, remembering that depending on the architecture of the
communications connections the SBC might have internet addressable ports open for SIP
trunk services.

•

As was described earlier the merchant has to be aware and knowledgeable about the
security of the communications paths along which cardholder data may flow. Where these
are provided by external providers, other than the core network of a Telco, then the PCI DSS
compliance of these service provides will need to be monitored, for each of the services
which could process, store or transmit cardholder data.

•

The SBC is protecting the rest of the merchant environment from coming into scope of PCI
DSS, but it is “connected to” the merchant network because voice calls are potentially
routed across the boundary that the SBC provides. Therefore, PCI DSS requirement 11.3.4 is
particularly important to be assessed as this will confirm whether the segmentation
provided by the SBC is sufficient to prevent the network in green coming into scope.
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In summary, this solution has clearly the potential to descope a significant portion of the Merchant’s
network, and to reduce the PCI DSS compliance burden. However as much as the scope may be
reduced the overall PCI DSS requirement count remains high.
The expectation would be that for a merchant that self-assesses, and whose call centre agents are
using a web based order and payment form provided by the service provider, that an SAQ C-VT
might apply. However, this would be solely in respect of the “green” merchant environment.
Depending on how the SBC establishes voice calls it receives from customers and redirects them to
the service provider the SBC could require a PCI DSS assessment against the entire standard.

6.3 Managed TSP services – The Telco anchored “Trombone” Architectural
Model

In this scenario, the merchant’s service provider connects directly to the Telco. The merchant’s SBC
is not involved in making routing decisions therefore does not process or transmit cardholder data.
The merchant’s PCI DSS scope is clearly much less than the previous example. Moreover, this
solution is less reliant on the merchant making the relevant PCI DSS decisions about the SIP trunks
service from the Telco as it is no longer transmitting cardholder data.
There will be PCI DSS considerations over the SIP trunks between the Telco and the service provider.
However, it would be the responsibility of the service provider to provide assurances to their
customers of how they address PCI DSS on these links. The most logical method for them to do so
would be through a comprehensive description of their PCI DSS scope through their PCI DSS AOC.
Additionally the service provider should present to the customer their residual responsibilities under
PCI DSS requirements 12.8.2 and 12.9.
There may be also business scenarios in which the service provider has no prior relationship with the
Telco. In which case contractually defining the responsibilities for protecting these SIP trunks will be
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essential between the merchant and their service provider. This is where the PCI DSS requirements
12.8.2 and 12.9 will be important.

6.4 The Managed TSP services – The “In-line” Architectural Model

This scenario has broadly the same PCI DSS considerations described for the Telco anchored
“Trombone” solution. The one additional consideration is that the service provider could also be
offering SIP trunks services to the merchant. In which case the prior considerations about how
cardholder data is protected on the communications paths are valid, but only between the Telco and
the service provider.

6.5 A use case scenario – de-scoping a Merchant’s IVR
The previous generic architectural
models describe how a merchant can
use a service provider and start to
reduce the scope of their PCI DSS
problem domain by the use of external
service providers. Much of this comes
from the migration to adopting SIP
Trunks and VOIP capabilities and the
ability to redirect connections using SIP.
In many cases merchants will have
significant legacy investment in their
own technology to accept MOTO
payment. Therefore reinvesting to
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outsource entirely the MOTO solution may not be entirely feasible.
The following scenario will demonstrate how in these cases the judicious use of SIP capabilities to
reroute calls may help significantly reduce their PCI DSS compliance burden. The legacy environment
we will consider is shown above. The merchant has an in-sourced IVR capability and all payment
transactions are routed directly to their chosen PSP for authorisation and settlement. As can be seen
the potential PCI DSS compliance scope is large and the compliance burden will consequently be
high.
A method of reducing the burden is to
introduce a service provider to capture
and then retain DTMF generated
cardholder data for the duration of the
payment transaction. The service
provider responds by providing the
merchant’s web screens with dummy
data. When the payment is ready to be
made a web service data request is made
to the service provider who generates
the payment request and submits it to
the merchant’s preferred PSP. The PSP
responds post-authorisation with a token
or transaction reference number for referencing the transaction for chargebacks etc.
The PCI DSS scoping compliance benefits are self-evident. The merchant no longer stores, transmits
or processes cardholder data. In this way, it is synonymous with outsourced hosted payment pages
solutions used in e-commerce. In that scenario the merchant’s PCI DSS compliance requirements
collapse to the 19 requirements of an SAQ-A. Service providers offering it would be expected under
PCI DSS Requirements 12.8.2 and 12.9 to state that the residual requirements that the merchant
needed to satisfy would be those 19 controls of SAQ-A.
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7 A way forward for PCI DSS scoping and compliance for Voice
Channels

As voice moves increasingly to VOIP and the use of SIP for call establishment, the narrow the
distinction becomes between what once we considered data and what we considered voice
channels. There is a good argument that says that there is no longer any such distinction because SIP
and RTP are internet protocols that make no distinction about the underlying IP backbone they
transit. Where is the difference between this and HTTP and SMTP?
It is likely that future considerations about fixed voice lines will be the exception requiring FAQs
rather than the norm, as they seem to be currently within the PCI DSS model. The following few
observations provide some thoughts that the merchants should consider. Secondly, we provide
some recommendations for future changes to PCI DSS to recognise that there is little difference
these days between voice and data.

7.1 What the Merchant should ask
7.1.1 Understand your Voice and SIP Trunks connectivity
•

How are the voice channels being delivered to me?

•

Have I entered into an agreement or otherwise defined how the VOIP/voice traffic should be
routed to me?

•

Whose responsibility is it to protect the data arriving at my SBC or my boundary?

7.1.2 Know your voice service providers
•

Is my voice provision coming directly from a Telco?

•

If I am using SIP Trunks from a service provider are they PCI DSS compliant?

•

What does the service providers’ PCI DSS AOC Scope cover and what residual PCI DSS
requirements does the service provider state what I am responsible for?

•

Have I chosen an appropriate architectural solution from my service provider that will
reduce my compliance burden?

7.2 What the PCI SSC should do
The PCI SSC works valiantly to try and ensure that the PCI DSS remains current and valid. However, it
is also fair to say that as a standard it is creaking somewhat in trying to keep up with how voice
services are delivered today. The following are some specific recommendations of changes that
should be made.
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7.2.1 Clarify the role of SIP Trunks and VOIP
FAQ Article Number 1153 dated 10/2/2012 makes it clear that VOIP within an entity is within the
scope of PIC DSS. However it asserts that:
… VoIP transmissions originating from an external source and sent to an entity’s environment
are not considered in scope for the entity’s PCI DSS compliance, as an entity cannot control
the method of inbound phone calls that their customers and other parties may make,
including whether any account data sent over that transmission is being adequately
protected by the caller….
This fails to recognise that the entity does have much greater say than ever it once had on how voice
is delivered to it. The FAQ needs to be revised to reflect the increasing use of SIP Trunks and to
clarify further how VOIP is delivered by using SIP and RTP.
An additional consideration might be to include non-protected merchant/service provider VOIP user
instruments in the category of end-user messaging technologies at PCI DSS Requirement 4.2. The
distinction between the current technologies included in this requirement and VOIP end-user
devices is rapidly disappearing. Eg what are the implementation decisions between a software VOIP
client and software instant messenger clients and service providers?

7.2.2 Define and clarify what a Telco is
As was seen earlier the definition of a Telco as a service provider is increasingly ambiguous. We
would agree that a Telco, which meets the regulatory requirements to be a Telco, is outside the
scope of being a service provider. The intent is to clearly to avoid the scope of PCI DSS embracing
everything; it would be a nonsense to have a definition so broad that required the likes of BT’s,
Telecom France’s etc to have their core network PCI DSS assessed!
However as written the glossary would potential include current TSPs, such as SIP Trunk providers,
needing to be PCI DSS compliant which was clearly not the intention.
A way forward could be to define a telco as a specific entity that because of the nature of its services
is outside of the scope of needing to be PCI DSS compliant. This could be achieved by defining the
Telco in terms of the most common regulatory expectations that make and define it as a common
user service for everyone. As opposed to a service provision for specific fee-paying customers. An
example the regulatory expectations from Ofcom that could help define Telcos are that they expect
a publically accessible telephone service provider to:
•

Maintain a service that is generally available to the public

•

Telephone service providing an uninterrupted simultaneous 2 way direct conveyance of
speech and other voice frequency signals between end users, provided by calls set up over a
switched network

•

To take all reasonable steps to ensure the proper and effective functioning of the public
telephone network at all times, including the availability of the network and service in the
event of catastrophic failures

•

Ensure that end users can emergency services free of charge and, where technically feasible,
make caller location information available to the emergency services.

•

Co-operate with government and the emergency services to provide services that are
needed in the event of disasters.

•

Ensure that end users can access operator assistance services and directory enquiry services.
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•

Publish information about their standard prices and standard terms and conditions.

•

Provide a basic level of itemised billing and they publish details of the steps that they will
take if bills are not paid.

•

Protect the interest of customers with disabilities.

•

Where feasible and viable, to provide tone dialling or dual tone multi frequency operation
and calling line identity facilities on the network.

7.2.3 Recognise the need for new SAQs for merchants using voice and payment service
providers
The SAQs provide a positive benefit in reducing the PCI DSS scope and compliance burden on
merchants. They recognise that the less the merchant can process, store or transmit cardholder data
the less responsible he is for protecting it and the less obligations he should have. The most
compelling evidence for this is SAQ-A, where the merchant never sees or touches the cardholder
data, and the entirety of card processing functionality is conducted by a Service Provider. SAQ-A
applies to both Internet and MOTO payment service providers. However, the most experience and
usage of this SAQ is currently with internet payments.
This paper has demonstrated that a number of different ways that the use of SIP and VOIP can be
architected in support of MOTO and payments. These are now very similar to the ways in which web
hosted payment pages prevent the merchant ever seeing the cardholder data entered by the
consumer on their phone. However, some of the connection strategies shown in this paper are also
similar to those on Internet payments that led to the need to develop SAQ-A-EP. This was due to
potential vulnerabilities in the ways that an http redirection to service providers could be executed
by the merchant.
This is no different when one considers VOIP and the subtleties of how VOIP and SIP traffic can be
routed. It is strongly recommended that SAQs solely applicable for MOTO environments using VOIP
and SIP Trunk services are developed. In the short term it is prudent for further guidance be
provided on how the current eligibility criteria within SAQ-A be interpreted for MOTO using VOIP
and SIP trunk services. This could be complemented by further emphasising and exploiting the
requirements within 12.8 and 12.9 to define more explicitly the responsibilities of the service
provider and their customer to protect cardholder data.
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8 About Us
Speik offer state of the art secure telephony applications for compliance including PCI DSS, FCA and
Dodd Frank, through secure payments and call recording storage and retrieval.
With over 12 years of world class innovation under their belt, their PCI DSS Level 1 secure phone
payment system is the first and only cloud based solution to process over £1/2 billion in payments a
year. It is fast to implement, user-friendly, secure and flexible.
Their customers include some of the biggest brands from sectors including retail, banking, travel,
utilities, telecoms and public sector.
For more information visit www.speik.com or call 0845 108 0308
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